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// A TEMPLATE
Data Classification Policy
Sort everything the business holds into a few clear tiers, so every later decision about storing, sharing, and disposing of data has a rule to follow. This defines the tiers. The Handling Matrix puts them to work.
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Three tiers, lowest to highest sensitivity

// DOCUMENT CONTROL
	FIELD
	ENTRY

	Organization name
	Enter organization name

	Policy owner, role and name
	Enter role and name

	Effective date
	Enter date

	Version
	1.0

	Classification of this document
	Internal

	Next review date
	Enter date


// PURPOSE
Why this exists
Data you cannot sort, you cannot protect. Classification is the first move of a data security program. It places everything the business holds into a small number of tiers by how much harm its exposure would cause, so that every decision that follows, where to store it, who may see it, how to send it, when to delete it, has a clear rule instead of a guess.
This policy defines the tiers. The Data Handling Matrix operationalizes them across the data lifecycle, and the Data Governance Operating Model assigns who does what. It is built on public frameworks: NIST CSF 2.0 Identify, CIS Controls v8 Control 3, and ISO 27001 control A.5.12, with ISO 27701 where personal data is involved.
// SCOPE
What this covers
State the data, systems, people, and locations this policy applies to. The default below covers everything. Narrow it only with reason.
Scope statement
This policy applies to all data the organization creates, receives, stores, or transmits, in any format and on any system, including cloud services and personal devices used for work, and to all employees, contractors, and third parties who handle that data.
// HOW TO USE THIS TEMPLATE
Fields with a line or an entry cell are yours to complete: organization name, scope, roles, examples, review cadence, and the sign-off. The three tier definitions are sensible defaults. Adopt them as written or tailor the examples to your business. One discipline matters most: use the same tier names everywhere. The labels here are the same labels the Data Handling Matrix uses down its side.
// ROLES
Who classifies, who approves
The short version lives here so the policy stands on its own. Full responsibilities and a RACI across every governance activity live in the Data Governance Operating Model. In a small business, one person often holds several of these roles. That is expected. Name the role even when it is the same person, so the responsibility is explicit.
	ROLE
	RESPONSIBILITY
	HELD BY

	Data Owner
	Accountable for classifying the data in their area and approving who may access it.
	Enter name

	Data Steward
	Keeps classifications current and correct in day-to-day work.
	Enter name

	Data Custodian
	Applies the technical controls each tier requires, for example access settings and encryption.
	Enter name

	Privacy Lead
	Oversees personal and regulated data and the obligations that attach to it.
	Enter name

	Executive Sponsor
	Approves this policy and owns it at the leadership level.
	Enter name


// THE CLASSIFICATION TIERS
Three tiers, lowest to highest sensitivity
Each tier carries a marking label, a plain definition, and concrete examples. Read down until a piece of data fits, and classify it at that tier. When a piece of data could fit two tiers, choose the higher one.
Public
MARKING LABEL: PUBLIC
Approved for release to anyone, inside or outside the business, with no harm if seen.
What belongs here
Published marketing and website content
Press releases and public announcements
Open job postings and public pricing
Anything already released to the public
Impact if exposed. None. This information is meant to be seen. The only rule is to confirm it is truly cleared for release before it is labeled Public.
Your examples
Add data in your business that is Public
Internal
MARKING LABEL: INTERNAL
For people inside the business, not for public release. Limited harm if exposed.
What belongs here
Internal memos, plans, and draft work
Org charts and most internal email
Operational data with no personal or financial detail
Process and how-to documentation
Impact if exposed. Limited. Embarrassing or inconvenient, rarely damaging. This is the default tier for ordinary business information, and the floor for anything whose tier is unclear.
Your examples
Add data in your business that is Internal
Confidential
MARKING LABEL: CONFIDENTIAL
Sensitive. Real harm to the business, its people, or its customers if exposed. Access limited to those who need it.
What belongs here
Customer records and personal data
Financial records and contracts
Employee and HR records
Passwords, keys, and other secrets
Strategic plans and anything under a confidentiality obligation
Impact if exposed. Serious. Financial loss, legal exposure, or lasting damage to trust. This data is handled on a need-to-know basis and protected at every stage of its life.
Your examples
Add data in your business that is Confidential
ENTERPRISE EXTENSION  ·  OPTIONAL FOURTH TIER
Restricted, for regulated data
MARKING LABEL: RESTRICTED
Add a top tier above Confidential when the business holds data governed by a specific legal, regulatory, or contractual regime, where exposure carries compliance consequences on top of business harm, and where the regime prescribes its own handling rules. The reason to separate it rather than fold it into Confidential is that a prescribed rule should not be diluted by being averaged in with everything else marked Confidential. Most small businesses will not need it on day one. Add it the moment regulated data enters the building.
Definition for this organization, edit to fit
Data governed by a specific legal, regulatory, or contractual regime that prescribes its own handling rules. List the regimes that apply to this organization here, for example privacy law, payment card rules, or health information rules.
Your examples
Add regulated data this organization holds, for example payment card data, protected health information, or personal data under privacy law
// THE RULE WHEN IN DOUBT
Classify up, not down. When the right tier is unclear, choose the higher one. Treat unknown data as Internal at a minimum, and as Confidential if it contains personal, financial, or customer information. It is cheaper to relax a classification later than to recover from having treated sensitive data as public.
// LABELING AND HANDLING
From tier to practice
Each tier carries a visible label so its handling is obvious at a glance. The marking conventions, and the handling rule for every stage of the data lifecycle, label, store, transmit, share, retain, and dispose, live in the Data Handling Matrix. This policy decides what a thing is. The matrix decides what to do with it.
// REVIEW
Keeping it current
A classification scheme drifts as the business changes. Review it on a cadence and after any major change to the business, its systems, or the data it holds.
	FIELD
	ENTRY

	Review cadence
	At least annually, and on major change

	Review owned by
	Enter role and name


// WHERE THIS SITS IN THE KIT
This is one of four artifacts in the Base Metal kit. It defines the tiers. The Data Handling Matrix operationalizes them across the lifecycle. The Data Governance Operating Model assigns the roles and the RACI. The Maturity Assessment tells you where to start.
// APPROVAL
Sign-off
	FIELD
	ENTRY

	Approved by, name
	Enter name

	Title
	Enter title

	Signature
	Sign here

	Date
	Enter date
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