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// A TEMPLATE
Data Handling Matrix
One page that turns the classification tiers into action. For each tier, the rule at every stage of the data lifecycle. Pin it up.
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Raw data in. Ordered handling out.

// THE MATRIX
Handling rules by tier and lifecycle stage
Find the tier down the side and the lifecycle stage across the top. The cell is the rule. Defaults built on CIS Controls v8 Control 3 and NIST CSF 2.0 Protect. Tighten them for your business, never loosen below them.
	TIER
	LABEL
	STORE
	TRANSMIT
	SHARE & ACCESS
	RETAIN
	DISPOSE

	Public
PUBLIC
	Public, or unmarked
	Any approved system
	Any channel
	Open to all
	Per business need
	Standard delete

	Internal
INTERNAL
	Internal
	Business systems only
	Internal freely, external with reason
	Staff with a business need
	Per need, review periodically
	Empty trash, wipe devices

	Confidential
CONFIDENTIAL
	Confidential on file, subject, and header
	Encrypt at rest, access controlled
	Encrypt in transit, no plain email
	Need to know, Owner approves, MFA
	Set a period, no stray copies
	Secure wipe, shred, purge backups

	Restricted
RESTRICTED
ENT. EXTENSION, OPTIONAL
	Restricted plus the regime
	Encrypt, meet the regime, segregate
	Strong encryption, log transfers
	Strict need to know, track access
	Per regime mandate
	Certified, record the disposal


Restricted is the optional fourth tier, the enterprise extension. Add it only when regulated data is in play. When a piece of data is unmarked or unclear, handle it as Internal at a minimum, and as Confidential if it holds personal, financial, or customer information.


// DOCUMENT CONTROL
	FIELD
	ENTRY

	Organization name
	Enter organization name

	Matrix owner, role and name
	Enter role and name

	Effective date
	Enter date

	Version
	1.0

	Aligned to policy version
	1.0

	Next review date
	Enter date


// MARKING CONVENTIONS
How to apply a label
A label is only useful if it travels with the data. Apply it in the obvious places and keep it consistent.
In the file name or the document header and footer.
In the email subject line when sensitive data is attached or in the body.
On printed copies, top and bottom of the page.
Out loud, when handing data to someone or granting access.
// YOUR SPECIFICS
Record your approved tools per tier
The rules above are the standard. Here is where this business writes down the actual systems and channels that meet each rule, so the matrix is concrete for your team.
	TIER
	APPROVED STORAGE AND SYSTEMS
	APPROVED SHARING AND TRANSMIT CHANNELS

	Public
	Enter your tools
	Enter your tools

	Internal
	Enter your tools
	Enter your tools

	Confidential
	Enter your tools
	Enter your tools

	Restricted (if used)
	Enter your tools
	Enter your tools


// WHERE THIS SITS IN THE KIT
This is the operational half of the kit. The Data Classification Policy defines the tiers this matrix uses. The Data Governance Operating Model says who applies these rules and who approves exceptions. The Maturity Assessment shows where to start.
// APPROVAL
Sign-off
	FIELD
	ENTRY

	Approved by, name
	Enter name

	Title
	Enter title

	Signature
	Sign here

	Date
	Enter date
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